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Who are we?

Iain Learmonth

I Computing Science Student - University of Aberdeen

I Director of 57North Hacklab

I Debian Contibutor

Sathyanarayanan Gunasekaran

I Computing Science Student - Georgia Tech

I Tor Developer



getdnsapi

I getdns is a modern asynchronous DNS API

I getdns performs DNSSEC validation of records returned



getdnsapi
DNSSEC



OTR

Off-the-Record Messaging, commonly referred to as
OTR, is a cryptographic protocol that provides strong
encryption for instant messaging conversations.

– Wikipedia



OTR Fingerprints

906F781A08DD77B6501CB5F9D79F7FB53F30A2C8



Verifying fingerprints with DNSSEC



Verifying fingerprints with DNSSEC



GitHub: https://github.com/irl/dnskeys and
https://github.com/gsathya/gotr

PyPI: https://pypi.python.org/pypi/dnskeys


