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A project to support deployment of
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DNS Privacy activity

DNS sent in clear text

Jun 2013 | Snowdon revelations NSA: ‘MORECOWBEL L
IETF reaction - RFC 7258

May 2014 | “Pervasive Monitoring is an attack on the privacy
of Internet users and organisations.”

Mar 2014 | DPRIVE Working Group Formed

Aug 2015

May 2016

Nov 2016
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REC 7626 -
DNS Privacy Considerations

* Problem statement: Expert coverage of risks throughout
DNS ecosystem (no privacy in design)

* Rebuts “alleged public nature of DNS data”
* The data may be public, but
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DNS Risk Matrix

In-Flight

At Rest

Risk
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DNS Disclosure Example 1
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DNS Disclosure Example 1
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DNS Disclosure Example 2
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DPRIVE WG

e DPRIVE WG create in 2014
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Risk Mitigation Matrix

In-Flight At Rest
Risk Stub => Rec Rec => Auth At At
Recursive Authoritative
Passive IE(:ch.I?tngn
LAY HTTPS, QUIC)
QNAME
Minimization
Active Authentication
monitoring & Encryption
Other
D|;glosure Data Best Practices (Policies)
Isks De-identification
e.g. Data g
breaches
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dnsprivacy project

* What? Central point of reference for DNS Privacy services

e Who? NLnet | abs, Salestforce, Sinodun, No Mountain Software
(plus various grants and individual contributions)

¢ dnsprivacy.net - Supporting d
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dnsprivacy project

* What? Central point of reference for DNS Privacy services

e Who? NLnet | abs, Salestforce, Sinodun, No Mountain Software
(plus various grants and individual contributions)

~» dnsprivacy.net - Supporting deployment of DNS Privacy services.
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Server Side Solutions

e dnsprivacy.net has material on:

e Recursive implementations

 Unbound, Knot Resolver support DNS-over-TLS
e Status of supporting TCP/TLS features
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'RECURSIVE. - Experimentall

DNS-over-TLS Test Servers

Unbound
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CLIENTS

* A privacy enabling stub resolver

 How to build and use Stubby

* Avallable in 1.1.0 release of getdns
* Run as daemon handling requests
* Configure OS DNS resolution to point at 127.0.0.1

 Comes pre-configured with DNS privacy servers

dnsprivacy.net @ OARC 26 118! May 2017, Madrid
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dnsprivacy.net Work In Progress

e Setting up monitoring page for DNS Servers
(they are experimental, after all!)

* Jools to ald deployment
(docker images, benchmarking tools, monitoring software)
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Thank you!

DNS Privacy Tutorial
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